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The Challenge
The transition to post-quantum cryptography requires organizations to understand, 
prioritize, and assess software cryptography at enterprise scale. While much of the 
industry focuses on replacing vulnerable cryptographic algorithms, the broader challenge 
is managing software risk throughout that transition.



Enterprise software portfolios contain commercial applications, open-source 
components, internally developed software, AI-generated code, and continuously 
evolving software updates. Cryptographic implementations are embedded throughout 
these software assets, making them difficult to identify, evaluate, prioritize, and manage 
consistently across large enterprise environments.

Discovering vulnerable cryptography is only one part of the problem. 
Organizations also require a repeatable process for assessing software, prioritizing 
migration, and measuring progress as enterprise environments evolve.
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Questions Every Organization Should Answer
“Which applications in our environment still rely on quantum-vulnerable cryptography?”

Which applications 
contain cryptography 
requiring review?

Which cryptographic 
algorithms and 
techniques are present?

Which specific 
applications demand 
prioritized migration?

What concrete evidence 
supports those 
decisions?

How will overall  
migration progress  
be measured?

How will newly 
introduced software  
stay assessed?

Clairvoyant Intelligence - PQC Risk Assessment Workflow

Enterprise Software 
Sources

Enterprise Software 
Control Plane

Governance  
Evidence1 2 3

Ingest software from across 
your environment

Independent behavioral 
assessment and risk evaluation

PQC assessment in plain 
language

Quantum-Vulnerable AlgorithmsCommercial Software
Weak or deprecated cryptoVendors, ISVs, and COTS apps

Affected Applications
Open Source Packages Independent Behavioral Assessment Assets with vulnerable crypto
NPM, PyPI, Maven, and GitHub Deep code analysis in isolated runtime and 

static environments to uncover latent risks Operational Context
Software Updates Exposure and risk parameters

Post-Quantum Readiness FrameworkPatches, new versions, and fixes
Plain-Language AssessmentEvaluates the assessment results for 

quantum-vulnerable crypotography Clear risks, impacts, and actionsInternal Applications
Proprietary/custom in-house code

Governance Decision

AI-Generated Software Software & 
Dependenceis

Detect 
Crytography

Evaluate 
RiskCode from AI engines Approve Monitor Migrate Remediate

Continuous Assessment & Governance
New software, updates, and dependencies monitored constantly to sustain enterprise readiness.

Continuous Monitoring Policy Enforcement Metrics & Compliance

Ongoing ingesting and assessment  
of software and updates

Enterprise PQC policies applied 
consistently across all software

Track overall readiness progress 
and generate audit reports
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Post-Quantum Readiness Framework
While cryptographic discovery identifies issues, the Post-Quantum Readiness Framework 
evaluates software to generate the actionable governance evidence needed to guide and 
prioritize migration decisions.

Identify active 
cryptographic algorithms 
across software.

Align cryptographic 
choices with enterprise 
policies.

Pinpoint software 
packages using 
vulnerable encryption.

Prioritize mitigation paths 
and track overall 
readiness.

Track security risks 
continuously as software 
evolves.

Deliver actionable 
findings to guide 
migration planning.

Post-Quantum Readiness Framework
Behavioral rules for detecting cryptographic primitives, safe usages and alignment with NIST SP 800-53 Framework.

MITRE ATT&CK PQC AI

Search

Post-Quantum Cryptography (PQC) Safe Algorithms 39 rules covering 4 techniques 19 applications affected

VIEW RULESDigital Signature 2 applications affected

VIEW RULESHashing 17 applications affected

Key Encapsulation Mechanism VIEW RULES

Symmetric Encryption VIEW RULES 9 applications affected

Post-Quantum Cryptography (PQC) Weak Algorithms 73 rules covering 5 techniques 22 applications affected

VIEW RULESAsymmetric Encryption 5 applications affected

VIEW RULESCertificates 2 applications affected

VIEW RULESHashing 18 applications affected

VIEW RULESPRNG 5 applications affected

VIEW RULESSymmetric Encryption 12 applications affected

32 22 73 68%
Applications Assessed Applications with Risks Weak Algorithm Rules PQC Readiness
Enterprise software assessed 
for PQC risk

Using weak or deprecated 
cryptographic algorithms

Evaluated across 5 
cryptographic techniques

Overall readiness across 
assessed applications

Key Capabilities
Evaluate 

cryptographic 
algorithms in 
software

Identify applications 
with weak security

easure readiness 
and support 
governance

Continuously
assess new
software updates

Independently 
evaluate and
validate CBO s.

Figure 2: Post-Quantum Readiness Framework

The framework evaluates software against enterprise policies to identify cryptographic techniques.  
It highlights affected applications to generate evidence supporting migration and governance.
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Assessment to Continual Operations
1. Establish Software Visibility

Understand which software 
requires assessment and why.

5. Continuously Assess Software 2.
Assess newly introduced 
software and updates against 
enterprise post-quantum 
governance requirements.
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Prioritize Migration

Allocate remediation resources 
using consistent enterprise 
governance criteria.

Post-Quantum

Readiness Lifecycle
Continuous visibility.

Informed decisions.

Measured progress.

3. Support Governance Decisions
Provide objective evidence 
supporting software approval, 
remediation planning, and 
enterprise risk management.

Outcome
Gain the visibility and evidence needed to reduce quantum risk and make 
confident software decisions.

Summary
Executive Order 14412 sets clear objectives for transitioning Federal information systems to 
post-quantum cryptography. Achieving compliance requires a repeatable process to 
continuously assess software, prioritize migration, and generate the governance evidence 
needed to guide software decisions.

The Enterprise Software Control Plane provides these risk-informed insights before 
deployment. Through the Post-Quantum Readiness Framework, it delivers independent 
software analysis that does not rely on vendor participation or the availability of  
Cryptography Bills of Materials (CBOMs).
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4. Measure Readiness
Track modernization progress 
across enterprise software 
portfolios.
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